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I. Introduction
The Center for Democracy & Technology (CDT) respectfully submits these
comments in response to the Paperwork Reduction Act notice and request for
comments by the Department of Health and Human Services’ (HHS) Center for
Medicare and Medicaid Services (CMS) entitled, “Data Collection to Support
Eligibility Determinations for Insurance Affordability Programs and Enrollment
through Affordable Insurance Exchanges, Medicaid and Children’s Health
Insurance Program Agencies” (the “Notice”), published on 29 January 2013 at
78 Fed. Reg. 6109, and the associated Paperwork Reduction Act supporting
materials made available via CMS’ website (the “Supporting Materials”).1
CDT appreciates the care and consideration CMS has put into the crafting of the
“single, streamlined form”. We recognize that designing and engineering a form
of this nature is difficult but essential in making precise eligibility determinations
while being usable and only requiring the user to answer the minimum number of
questions required to make a determination. However, the eligibility system is not
simply a form, but an information system that will collect, maintain and make
decisions based on sensitive personal and financial data.
We note the conspicuous absence in the Notice and Supporting Materials of any
description of the process and information systems involved with: 1) identityproofing of individuals that seek to determine their eligibility; and, 2) ongoing
authentication of individuals once eligibility had been determined. That is, the
“single, streamlined form” (the “Form”) for determining eligibility when users apply
online is a web-facing information system that collects and maintains sensitive
applicant personal and financial data; it is not strictly a data collection form.
CDT recognizes the importance of adopting a process for credentialing that
provides as high assurance as possible without imposing an undue burden on
the population seeking affordable insurance. These comments have been
developed to strike this balance. We recognize that this is a difficult set of issues
to resolve and we would like to work with CMS (as well as state exchanges) to
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successfully resolve them. In this comment, we address identity proofing, authentication and
other security considerations for a web application that collects, maintains and makes decisions
with sensitive data like that being developed by CMS to support eligibility determinations for
affordable insurance programs.

II. Identity Proofing
The Supporting Materials seem to contemplate knowledge-based identity proofing, although it is
not explicitly labeled with that term:
In addition, the online application will administer an identification proofing process.
Based on the information an individual provides, the identification proofing system tool
will generate three to five challenge questions, such as a previous address where an
individual has lived. The tool will have a large bank of questions it will randomly generate
based on information from external databases. Due to the security and integrity of the
system, we cannot provide the list of questions generated. Additional burden from the
identification proofing process is negligible in the context of the online application
questions. Please refer to Appendix A for the placement of and more detail about the
identification proofing process.2
This statement is essentially the extent to which the identity-proofing process is detailed in the
Notice and Supporting Materials.
Identity-proofing in the context of the Form involves making an independent determination that
the individual presenting themselves for eligibility determination and submitting an application is
in fact the person they claim to be.3 For in-person and postal applications, identity-proofing can
use standard identity-proofing mechanisms such as an official representative witnessing
government-issued photo identification (in-person) or the applicant signing a statement
guaranteeing the application is truthful and agreeing to penalties if not.
Remote identity proofing for online applications will likely need to employ more robust methods
for ensuring the applicant’s identity. The state-of-the-art involves “knowledge-based” identityproofing: the applicant is asked a series of “out-of-wallet” questions — questions to which the
applicant should know the answers without having to refer to any formal or necessarily secret
credentials they may keep on their person or close at hand. Practically, this involves randomly
generating a series of questions based on a historically rich database of information, which the
proofing entity possesses or can access,4 about the prospective applicant. A potential attacker
or adversary that might seek to impersonate the applicant would be very unlikely to know all the
answers to these questions, while the applicant should be able to easily remember the correct
answers. If an applicant “fails” this proofing step — that is, if it is probabilistically determined that
the applicant may not know the answers to the questions and thus not be the person they claim
to be — the applicant would have to apply in-person or by mail, using alternative identityproofing methods. In the cases where there does not exist a historically rich set of data from
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which to draw enough questions — for applicants that are young, that have poor memory or that
do not participate in the kinds of transactions from which the data is drawn — will also have to
apply by another means.
We have a number of potential concerns that could be alleviated by a more complete
description of the proofing process:
•

There are specific, difficult issues with knowledge-based proofing in the health insurance
context. It is unclear whether CMS has considered these kinds of issues and addressed
them. One serious issue with knowledge-based proofing of concern to CDT involves
ensuring that the questions used for knowledge proofing can only be answered by the
individual applicant and not necessarily by close family members. To the extent the form
will be pre-populated with applicant data based on the results of the proofing process,
proofing that allows impersonation by a close family member would allow inappropriate
access to that data by the impersonator.

•

Will failing the proofing step of the Form — or if the applicant cannot be knowledgeproofed due to age, lack of data, etc. — clearly inform the applicant, at appropriate
literacy levels and in plain language, about why they failed the proofing process and how
the applicant can avail themselves of alternative application methods? Given the
purpose to enroll all eligible applicants, the process should proactively ensure that a
problem at this step does not inadvertently dissuade eligible applicants.

•

Will the proofing system employ any other mechanisms to make decisions about the
applicant’s identity? That is, knowledge-based proofing is often used in industry as one
step in a larger risk-based identity proofing process that might include other elements
(e.g., indicators that might signal high-risk fraud). Does CMS plan to employ other steps
in the proofing process? If so, what are those steps?5

•

Will the proofing system be developed in-house by CMS or procured from a contractor?
(We are aware that CMS last year awarded a knowledge-base proofing and
authentication contract to SAIC,6 so that would seem to be a relevant vehicle for
developing externally-developed knowledge-proofing for the Form.)
o

If CMS plans to develop its own knowledge-proofing system, it is essential that
more detail be made available for public comment, including a Privacy Impact
Assessment. A CMS-developed knowledge-proofing system that draws on only
government-accessible data sources would draw on a much smaller set of
databases and accordingly be unable to successfully proof as many applicants
as commercial systems.

o

If CMS will use an externally developed knowledge-proofing system, it is very
important in terms of privacy and security that additional details of how that
system will be configured are made available to the public. Will sensitive
information from applicants be sent outside of CMS’ information systems to the
contractor? If so, that transmission should be performed securely with strict
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retention limits, contractual terms requiring the contractor to maintain
confidentiality, and full notice to applicants via the privacy notice/privacy policy. If
the proofing system will be maintained and administered within CMS’ information
system architecture, how will CMS ensure that the proofing system is as up-todate as the product if hosted by the contractor?

III. Authentication
Once the applicant’s identity has been proofed, the system that implements the Form can then
register a set of credentials that the user can employ to log in at a later date, either to complete
the application if they did not have enough time previously or to interact with the system in future
open enrollment periods.
The Notice, Supporting Materials and Form contain no information or details about ongoing
authentication after proofing is completed. This seems to be a significant oversight; we would
like to see more details of how ongoing authentication may work in the context of storing
sensitive personal and financial data in a system that will be rarely accessed by individual users.
The framework for remote authentication applicable to this effort is contained in well-known
OMB guidance and NIST technical supplements to that guidance.7 We will not rehash that
material here and will assume CMS is familiar with the contents of that guidance. CDT believes
that CMS’ credentialing and authentication of users should follow the January 2012 Health
Information Technology Policy Committee (HITPC) Privacy and Security Tiger Team
recommendations8 to employ "level 2.5" authentication— that is, something more than a typical
username/password combination, but not requiring full multi-factor authentication where users
must enter another independent “secret”, such as that produced by a secure random numbergenerating key fob or via a text message (SMS) to the user’s registered mobile phone.
Some examples of additional “0.5” factors are the authentication mechanisms increasingly used
in online banking. While real multi-factor authentication involves at least “something you know”
and “something you have”, additional knowledge secrets could be used for heightened
authentication. For example, after the applicant has been identity-proofed they could be asked a
number of security questions that could be randomly selected and asked of the user during
authentication. It is important that these questions — and especially the answers to the
questions — are not easily guessable by close family members and generic attackers. In that
spirit, the user should be allowed to draft their own questions, in addition to being presented with
good, unique and rare example questions.9 Another example is where the user during
registration chooses a security image and during the authentication process the user must
confirm from a set of random images the one image they originally chose.
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To balance usability and authentication integrity, these “0.5” authentication steps should only be
triggered every few months or after a significant period of non-use of the system. Also, when the
IP address of the device connecting has changed, the “0.5” factor should be triggered or, if
practical, a true multi-factor authentication mechanism could be triggered, involving sending an
out-of-band secret to the user (for example, a PIN sent via SMS text message or via a phone
call to the user’s registered mobile phone). Enhanced single-factor authentication and highlyusable multi-factory authentication are both active and growing areas of research and practice,
so we encourage CMS to monitor developments and engage with authentication experts and
other parts of the Federal Government with interests in usable, robust authentication. As always,
policy and technology should incorporate innovations that can enhance individual privacy and
security and address new risks in balance with usability.
In the longer term, the Identity Ecosystem Steering Group (IDESG) under the auspices of the
National Strategy for Trusted Identity in Cyberspace (NSTIC) aims to create voluntary, secure,
reliable identity credentials for individuals to use in remote/on-line transactions. Such credentials
— when available — could be useful for applicants in proving their identity and ongoing
authentication. However, the work of the IDESG is nascent and a work in progress; it is very
unlikely to be finished by the time the Form and its associated information system must be
functional this October, so CMS cannot rely on that process as a solution at this point.

IV. Minimal Collection and Retention of Eligibility Data
It is unclear from the Notice, Supporting Materials and the Form to what extent collection of data
is needed to make an eligibility determination. For example, it is unclear if a potential applicant
can learn about eligibility criteria without creating an account and submitting data to CMS — i.e.,
by reading a guide or browsing CMS resources on affordable insurance programs. If these
resources do exist, the privacy policy and any notice given to the applicant when online identity
proofing has failed could also refer to these resources for additional information.
We also question if identity proofing could happen, instead of at the very beginning of the
process, somewhere further into the process so that basic information might be collected in a
more anonymous fashion before any sensitive applicant-specific information is requested.
Finally, if the applicant does not complete the application or fails the online identity-proofing
process, the information system implementing the Form should purge all data for such
applicants (and any notice to the user about failing the proofing process should state clearly that
any sensitive data they have submitted up to that point will be purged as soon as practical).

V. Other Security Considerations
Various accommodations will need to be made for the Form to be ideally usable by patients. It is
difficult to make concrete comments on such accommodations without knowing more about how
users will interact with the supporting software application and information system. For example,
passwords will need to be somewhat strong and the system will have to give good advice for
password generation grounded in the latest research about password-composition policies
measured against password strength. Recent research has shown that policies that require long
passwords — 16 characters — without any requirements on password composition are much
more usable and stronger, in practice, than password policies that require fewer characters but
have strict composition policies — e.g., requiring mixed-case characters, numbers, special
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characters and prohibiting words from the dictionary.10 If CMS cannot set such a policy and a
user insists on a simple password, perhaps a more robust form of multi-factor authentication
could then be triggered — out-of-band secret sharing via SMS, email, a phone call, or even
postal mail — to better ensure that the credential is not misused.
With more details about the design and implementation of the software application and
information system that will support the Form, CDT would be happy to provide additional
comments.
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