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Outline

• Brief background on technical aspects of elections
• Election best practices and cybersecurity controls
• CDT’s efforts and materials for election officials 
• Useful for those covering elections too!



Introduction and Motivation

• Who are we? What is CDT?
• CDT is a non-profit advocacy and research org

• Our Background
• Joseph Lorenzo Hall, Chief Technologist:

• UC Berkeley: PhD, MIMS (Information Systems), MA (Astrophysics)
• Worked on election technology issues since 2003

• Maurice Turner, Senior Technologist:
• University of Southern California: MPA; Georgetown: Cybersecurity
• Worked in the intersection of technology and civic life for 30 years.



Background on Election Tech

• Attention on election tech is episodic:
• 2000-2002 (Bush v. Gore, HAVA), 2007 (TTBR, EVEREST), 2016 (…)
• Threats: nation-states, opportunistic hackers, organized crime, insiders

• Election tech is varied, mostly old… highly under-resourced
• Voting machines are important, but narrow part of election systems
• Voter registration, electronic pollbooks, election-night reporting, election 

office networks, etc.

• Various different kinds of voting systems (see VVF’s Verifier):
• Hand-count, lever/punch-card, fully electronic (DRE), electronic with a paper 

trail (DRE+VVPAT), optical scan (large/small), ballot-marking device

https://www.verifiedvoting.org/verifier/


Best Practices and Cybersecurity Controls

• Belfer Center, Harvard:
• State and Local Election Cybersecurity Playbook (2017)
• Election Cyber Incident Comms Coordination Guide (Template) (2018)
• Tabletop Exercise Guide (not yet released)

• Center for Internet Security:
• A Handbook for Election Infrastructure Security (2017)

• National Academies of Science, Engineering, and Medicine
• “Securing the Vote: Protecting American Democracy” (2018)

https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-playbook
https://www.belfercenter.org/publication/election-cyber-incident-communications-coordination-guide
https://www.belfercenter.org/publication/election-cyber-incident-communications-plan-template
https://www.cisecurity.org/elections-resources/
https://www.nap.edu/catalog/25120/securing-the-vote-protecting-american-democracy


CDT’s Efforts

• Election Cybersecurity 101 education
• Producing usable materials for election officials
• Direct outreach to election officials
•Working on issues in the margins
• Harnessing local cybersecurity talent
• Election cybersecurity for tribal and territorial governments

• Defensive: blockchain is bad, paper+audits are good 
(necessary but insufficient)
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CDT election cybersecurity field guides (1)



CDT election cybersecurity field guides (2)
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Spotlight on local cybersecurity talent



CDT’s Efforts

• Election Cybersecurity 101 education
• Producing usable materials for election officials
• Direct outreach to election officials
•Working on issues in the margins
• Harnessing local cybersecurity talent
• Election cybersecurity for tribal and territorial governments

• Defensive: blockchain is bad, paper+audits are good 
(necessary but insufficient)



Thank you

• CDT: https://cdt.org
• CDT elections work: https://cdt.org/campaign/election-security/
• Joseph Lorenzo Hall (@JoeBeOne):
• Chief Technologist
• joe@cdt.org

• Maurice Turner (@TypeMRT):
• Senior Technologist
• maurice@cdt.org 

https://cdt.org/
https://cdt.org/campaign/election-security/
https://twitter.com/JoeBeOne
mailto:joe@cdt.org
https://twitter.com/typemrt
mailto:maurice@cdt.org

