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PUBLIC COMMENT OF ACCURATE
ON THE
VOTING SYSTEM TESTING & CERTIFICATION PROGRAM MANUAL

PREFACE

A Center for Correct, Usable, Reliable, Auditable and Trangparent Elections
(ACCURATE), amulti-ingitution, interdisciplinary, academic research project fundel by the
Nationd Science Foundaion® (NSF) CCybeTrugt Program,Ois pleased to provide these
comments on theVoting System Testing & Certification Program Manud (the Manud) to the
Election Assistance Commission (EAC). ACCURATE was established to improveelection
technology. ACCURATE is conduding research aimed at investigating software architecture,
tamper-resistant hardware, cryptographic protocols and verification systems as applied to
electronic voting systems. Additiondly, ACCURATE is evaluaing system usability and how
public policy, in combinaionwith technology, can better safeguad voting naionwide

With expertsin computer security, usability, and technology policy, and knowedgeof
election technology, procedure, law and practice, ACCURATE is uniqudy postioned to provide
hdpful guidance to the EAC asit attempts to establish procedures for its Testing and
Certification Program.

We welcome this oppotunity to assist the EAC with comments from indgoendent,
academic experts who share an interest in improving election systems and their use.



INTRODUCTION

TheU.S. Election Assistance Commission@release of the Voting System Testing and
Certification Program (VSTCP) Manud will bealandmerk in the Commission® history andin
the development of electronic voting systemsin the United States. AstheVoluntary Voting
System Guiddines (VV SG) become effective and the EAC takes charge of voting system
certification at thefederal level, the Manud will govern not only how manufacturers and testing
labsinteract with the EAC, butalso howthe EAC will provideinformation aboutthe process to
election officials and voters.

AstheManud recognizes, the EAC@role in the testing and certification prooess serves
several important pumposes groundel in theHelp America Vote Act® testing and certification
mandae.! These pumposesindudesuppoting state and local testing and certification efforts,
increasing voter confidence, and increasing qudity control in voting system production 2

The EAC, however, isnotdrawing onan entirely clean date. Some of thevoting systems
certified unde previousstandadshave anumbe of serioussecurity, accessibility, and reliability
flaws. For example, researchers have demondrated tha attackers can ingall avote-stealing virus
onthewiddy used Diebold AccuVote-TS direct recording electronic (DRE) voting system, if
given afew minutes of access to amachine® After the March 2004primary election, blind
votersin California stated tha they were notable to vote independently and privately usng
Sequoia touch screen machines because of thoe machinesOcumbersome audio interface.*
Findly, aseriousreliability issuearose in Carteret County, North Caroling where, in November

! See HAVA = 231(a)(1), 42 U.S.C. @ 15371(a)(1) (Orhe Commission shall provide for the testing, certification,
decertification, and recertification of voting system hardware and software by accredited |aboratories.Q).

>V STCP Manual oo 1.4.1-4.

3 This attack is described by Ariel J. Feldman, J. Alex Halderman, and Edward W. Felten, Security Analysis of the
Diebold AccuVote-TS Voting Machine, Sept. 13, 2006, available at http://itpolicy.princeton.edu/voting/ts-
paper.pdf. Researchers have described several other attacks on electronic voting systems. See, e.g., Craig
Humphries and Craig Merchant, Sequoia Voting Systems Vulnerability Assessment and Practical Countermeasure
Development for Alameda County, Oct. 4, 2006, available at http://accurate-voting.org/wp-
content/uploads/2006/10/alameda_sequoia_vuln.pdf; Harri Hursti, SECURITY ALERT: Critical Security Issues
with Diebold TSx, Black Box Voting, May 11, 2006, available at http://www .blackboxvoting.org/BBV tsxstudy.pdf;
David Wagner, David Jefferson, Matt Bishop, Chris Karlof, Naveen Sastry, Security Analysis of the Diebold
AccuBasic Interpreter: Report of the California Secretary of State® Voting Systems Technology Assessment
Advisory Board (VSTAAB), Feb. 14, 2006, available at

http://www.ss.ca.gov/elections/voting_systems/security _analysis of the diebold_accubasic_interpreter.pdf; Harri
Hursti, SECURITY ALERT: Critical Security Issueswith Diebold Optical Scan Design, Black Box Voting, July 4,
2005, available at http:/lwww.blackboxvoting.org/BBV report.pdf.

* Elise Ackerman, Blind Voters Rip E-Machines, SAN JOSE MERCURY NEWS, May 15, 2004, available at
www.verifiedvotingfoundation.org/article.php?id=2102.
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2004,4,400votes were pamanently log after UniLect toudh screen machines exceeded ther
vote storage capacity.” These machines did not give adequae warningsto poll workers or voters
and continued to accept votes after they were full.

While these problems have been exposed, the pulic and election officials have ganed
little indghtinto how such flawed machines were certified in thefirst place. In paticular, the
secrecy surrounding the current certification and testing system has prevented state and local
election officials, elected officials, and the publc from learning aboutwhether or howthetesting
and certification process failed to identify and rectify these vulnerabilities. These developments
have shaken voter confidence in voting systems. Thelack of accountbility and trangparency in
the current testing and certification system has led to cosly redundancies as a growing number
of states have developed their own intengve testing and certification programs to supplement the
federa process. Still, states take federa certification very serioudy. In 2004 manufacturers
were foundto have fielded voting systems tha were running on software that had notyet been
certified in thefederal process. This discovery led to consderable uphewal in California@3
election system, as the Secretary of State decertified Diebold machines fromusein tha state.®

The EAC faces thedifficult task of suppoting state and local certification efforts and
increasing voter confidence with thisrecord already in place. AlthoughtheVSTCP Manud
recognizes these purposes and takes some commendable stepstoward advanang them, it should
domore. We nate, in paticular, tha the Manud could more completely achieve these purmposes
unde some of the condraintsimposed onthe EAC, such asthevoluntary naure of the VVSG, as
well as some of the choices madein the VV SG, such as the exemption of commercial off-the-
shdf (COTS) components fromtesting.”

In these comments, which supplement the section-specific comments tha ACCURATE
has submitted throughthe EACG webste,® we highlight five principd ways in which theManud
can beter serve voting system qudity, state andlocal testing and certification, and voter
confidence. In Part |, we discuss ways to suppot state and local testing and certification by
increasing the amountof information available to dection officials and the public aboutthe

5 Heather Havenstein, E- Voting Woes Force New Election in N.C. County, COMPUTERWORLD, Dec. 6, 2004,
available at http://www.computerworld.com/governmenttopi cs/government/story/0,10801,98054,00.html.

6 John Schwartz, High-Tech Voting System Is Banned in California, N.Y. TIMES, A5, May 1, 2004.

" See HAVA © 311, 42 U.S.C. & 15501 (making the EACG voting system standards voluntary); VVSG, val. |, at 4
(stating the COTS exemption).

& ACCURATEG section-specific comments are attached as an appendix to this document.
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soundnes of voting technology. We aso emphasizein Part | tha, while these officials and the
public can provideinformationto the EAC after elections they can also providevaluable
information throughoutthe testing and certification process. TheManud should provideways of
gaheingthisinput InPart 11, we discuss thelimitsin the current Manud @ approach to
identifying hardware and software components in fielded systems, and urgethe EAC to provide
additiond safeguadsin thisarea. Part 1l containsour suggestionsfor improving EAC and
public oversight of voting system test laboratories by increasing the avail ability of information
abouttheactud testing process. In Part 1V, we discuss ways to ensure tha manufacturers are
responsve to the daa and othe needs of the Commissionin its oversight and accountbility
fundions Findly, in Part \V, we recommend tha the EAC further specify the Cappropriate
testing methodobgies to beused by VSTLs.
PARTI: TIMELY PUBLICATION OF TESTING AND CERTIFICATION
INFORMATION WOULD AID ELECTION OFFICIALS AND
IMPROVE VOTER CONFIDENCE

Thecurrent version of the VSTCP Manud would provide some welcome ingghtinto the
testing and certification process. Thisingght hasbeen aimog entirely lackinguntl now. But
when the Manud becomes effective, the EAC will publish test reports and Technical Data
Packages, alowing election officials and voters much greater ingghtinto howtest labsevauae
voting systems. TheEAC will aso provideanomaly reports to some election officials, allowing
them to learn about GrregularitiesOin the voting systems they field. Conversely, theManud
establishes meansfor the EAC to collect daafromthefield. All of these developments are
likely to hdp guide state certification efforts. ™

TheManud, however, also restricts theflow of testing- and certification-related
informationin ways tha appear to undeminethepurposes stated in theManud. InPart |.A, we
discuss four examples of restrictionson EAC publication tha should bereconsdered: test plans
emergency modification waivers, anomaly reports, and official interpretationsof the Manud.

On theinformation intake side, in Part I.B, we discuss how inviting Manufacturers to provide

®VSTCP Manual & 4.4.1.

1% These complementary roles of information collection and information dissemination fit not only with the Program
purposes set forth in the Manual, but also with the EACG statutory mandate to Gerve as anational clearinghouse
and resource for the compilation of informationOfor awide range of testing and certification information. HAVA o
202,42 U.S.C. 0 15322



information directly to the EAC poses a seriousrisk of undemining pubiic confidence in the
federal certification program.

A. Voters and Election Officials Will Benefit from Clearer
Publication Policies

TheManud misses severa oppotunities to require the publication of information tha
govenments, state and local electionsofficials, and the public would benefit fromknowing. As
ACCURATE explained in its comments on the 2005 VV SG, opening voting technology and
election processes to ingection by all members of the public, paticularly in the context of
certification, is essential to establishing public corfidencein elections™ In several places, the
Manud failsto state a policy tha is either for or againg default publication of certain kindsof
information. This approach isboundto create confuson and controversy over wha testing and
certification informationthe EAC will release as well aswhat is hgppening at variousstages of
theprocess. Moreimportantly, thisuncertainty islikely to dday therelease of information tha
thepublicisentitled to receive. Findly, thisuncertainty will hamper theflow of information
within the election system, thereby impeding thefeedback of field experience, standads
development and certification, and voting system development and produdion.

Voting system standadsare alinchpin in this system, yet theManud failsto state
precisely howthe EAC will use informationfromactud election experience to shgpethese
standads Nor doestheManud state how often the standadswill be updded, or howthe EAC
will go aboutthis project. Ingead, theManud simply states tha the EAC will Qoutindy
updae]]Othe standads, giving noindication of what period of timeis Qoutine3? TheManud
should definearegular interval for voting system standadsupddes. This step alonewould
providethe public with valuable information abou how to provide informationtha can improve
the standardsin general, and thetesting and certification elementsin particular.® Another broad,

1 ACCURATE, Public Comment on the 2005 Voluntary Voting System Guidelines 10, available at.http://accurate-
voting.org/accurate/docs/2005_vvsg_comment.pdf (ACCURATE VV SG Comments).

?VSTCP Manua ©3.2.2.1.

13 See ACCURATE VVSG Comments, supra note 11, at 8 (advocating (jf ] ormalizing and regularizing the
development of the GuidelinesQ). Note that other areas of standards-setting that involve computerized information
technology typically have a much more rapid and frequent updating of relevant standardsin order to reflect the pace
of innovation in information technology. While these updates are more frequent, they result in smaller changes to
the standards. The EACQ@ voting system standards should movein this direction so that each new standard would
not necessarily mean that manufacturers have to design an entirely new voting system to be compliant. For
example, in avionics hardware and software, subsystems are designed knowing that they will be swapped out in the
future as new, better functionality becomes available. Voting systems and the certification process could learn from
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procedural topic tha the Manud leaves untouched is how jurisdictionswill maintain VV SG-
compliant voting systems in theface of GoutindyOchanging guiddines, or alternaively, wha
significance VV SG compliance will have if standadsare routindy updded yet previous
standadsremain in effect.'*

In additionto providing this general guidance, there are several Manud provisonstha
should be enhanced or added to improvetheflow of testing and certificationfromthe EAC.
Agan, it ishdpful to view thetesting and certification process as pat of a system; althoughthe
Manud outlinesalinear process from VSTL testing to EAC review and certification, we
emphasize how specific stagesin this process shoud create and receive feedback from other
pats of thesystem. For example, the experiences of voters and electionsofficials can inform
certification or emergency modification waiver decisionsthat are still pending, rather than only
providing a means of evaluding thos decisionsafter they have been made

1. Test Plans

Test plans which provide a bindng description of theteststha aVSTL will perform on
avoting system, provide an appropriate starting place for this discussion. Thefirst place tha
privately developad voting systems meet review by afederaly regulated inditutionisin the
VSTL, andthe EACG first subdantive action unde the Manud is to review thetest plan for a
voting system.

TheManud should providetha the EAC will pubish all voting system test plans
induding test planstha the Program Director rejects as unacceptable.™ Test plansare critical
doaumentsin thetesting process; they describe which components of voting system aVSTL will
test and howthe VSTL will condud thoeetests.'® Asaresult, test plansprovideacrudal link
between a Manufacturer® Technical Data Packages (TDP), which the Manufacturer subrits to
the EAC to providethe specifics of avoting system, and thetest report that aVSTL submitsto
the EAC after it tests tha voting system.”” Unde = 5.13 of the Manud, the EAC will publish
redacted versionsof a certified voting system@ TDP and test report. Withoutthetest plan,
however, govenment and public overseers will have alimited ability to deerminehowthe TDP

this model such that their subsystems could be updated to reflect new standards without replacing entire voting
systems.

% Thisis an especially important question for the 39 states that, through their elections code or regulations, require
federally certified voting systems.

15 See VSTCP Manual & 4.4.2. We discuss test plansin greater detail in Part 111 of this document.

16 See VVSG, val. | at. A-18 (defining Qest plan().

7 See id. (defining Ofechnical Data PackageQ) and id. at A-13 (defining (hational certification test reportQ).
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was used to condud tests and produce thetest report. Unless the EAC supplies this link between
the TDP and thetest report, the value of theinformation in both of these types of doauments will
be unacceptably diminished.

2. Emergency Modification Waivers

Consgstent with the Manud @ stated policy of Gnak[ing] the certification process as open
and public as possible, 2 the Manud should specify tha the EAC will pubiish all information
aboutmodification waivers, regardless of whether a given waiver is granted or denied. A waiver
allows a Manufacturer to modfy avoting system for an election withoutcertifying the
modification and withou causing thevoting system to bedecertified® Thisisamajor exception
to therule that Qa] Any modification to avoting system will require testing and review by the
EAC.G° Alerting eectionsofficials and the puic of how such changes are handled is essential
for thar rolesin the election system.

Thus the EAC should provide public natification at the very beginningN when a
Manufacturer applies for an emergency modification waiver.?* A waiver application requires
only onestate or local chief electionsofficial to state tha a modficationis necessary to field a
voting system in an upaming election? yet the voting system in question is probably beng
used in more than onejurisdiction. Officialsin those jurisdictionshave an interest in learning
aboutwhaever Gemergency situaionQundelies the need for a modification waiver.?®
Publishing each waiver application, induding thename and title of the official who madethe
request, as soonasit isreceived would greatly hdp to spread thisinformation.

The EAC aso mug provide publc information about its action on all waiver
applications Currently, the Manud states only that the EAC will OssuealetterOwhen it grants
an emergency modificationwaiver.?* Thus it is undear whether the EAC plansto publish such
letters, or otherwise provide public notification tha it is allowing a voting system to be modified
in the few weeks before an election. Moreover, @ 3.5.7 of theManud, which govenswaiver

'8 \VSTCP Manual = 1.12.

¥ Jd. v 35.

214 0343

2 Jd 0 35. If, however, disclosure before an election would pose a significant risk to the security of a voting
system, the Manual should establish aprocedure for publishing information about the waiver application
immediately after the relevant election.

?1d. 03532

21d 035,

#1d. a355.



request denials, does not specify theform of denial, nordoesit say to whomthe EAC will
provide notice of adenia. In both cases, as soonasthe EAC has decided whether to grant or
deny awaiver, it should publish a letter setting forth the groundsfor tha decision.

3. Anomaly Reports

Experience with voting systems in thefield, as ACCURATE emphasized in its 2005
VVSG Comments, provides data that are essential to ongoing assessments of voting machine
performance and the development of voting system standads® Section 8.7.2 of the VSTCP
Manud movesin therightdirection by stating tha the EAC will accept anomaly reports from
Qsltate or local election officials who have experienced voting system anonelies in ther
jurisdiction.O Althoughthisis a description tha appears to fit a broad array of election system
officias, from pdl workersto chief electionsofficias, it excludes others who could provide
useful information aboutvoting system malfundions Indvidud voters, for example, would bea
vast source of anomaly information. Thetask of collecting reports from any voter might appear
daunting, butit isworth nating tha both the Department of Justice and the nonpiofit Election
Protection Codition have set up reporting systems tha opeate on this scale.”®

Thecurrent version of this section also appears to rule out reports from technical experts
who test fielded machines and discover flaws in accessibility, usability, reliability, and security.
Reports from these experts might inform the EAC of anomalies, and allow Manufacturers and
election officials to resolve them, well before an electionishdd. By expanding= 8.7.2,theEAC
could gan access to valuable expertise and awiderangeof voter experiences.

Furthermore, the EAC would better serve its testing and certification gods by publishing
credible anomaly reports onitswebste. TheVSTCP Manud, in its current form, limits
distribution of credible reports to CBtate and local election jurisdictionswho field similar systems
and the Manufacturer of thevoting system at issue@’ Thereislittle reason to restrict
distribution to thisgroup Anomaly reports would provide useful information for jurisdictions
tha are consdering the purchase of avoting system. Academic researchers, such asthoin
ACCURATE, who are working to improve the implementation and administration of voting

systems would also benefit fromtheinformationin these reports. The EAC will have assessed

% ACCURATE VVSG Comments, supra note 11, at 6-8.

% \/oters can submit input to the Department of Justice( Voting Section via: http://www.usdoj.gov/crt/voting/. The
Election Protection Coalition operates the Election Incident Reporting System: http://www.8660urvote.org/.
#’\VSTCP Manual © 8.7.4.



thereportsit publishes, leaving little risk tha they contain inaccurate information. Once in the
possession of state or local officials, thereports will likely be subject to public records act
requests. Itisalso difficult to see how public distribution of these reports would threaten
security, given theextent of distribution established in thecurrent version. In any event, the
limitation on distribution does not appear to be an effective way to mitigate any security risksin
theanomaly reports.

Findly, theManud should providea meansto protect theidentity of anomaly report
submitters. Althoughallowing anonynmoussubmissonsmight hamper the EACG efforts to
subgantiate reports, induding the names of submitters might discourage individuds from
reporting in thefirst place. Anelection official, for example, mightbereluctant to report an
irregularity in asystem tha hewas responsble for administering. Asaresult, thequdity and
breadth of information tha the EAC receives could suffer. Making reports confidential, or
providing reporters with the option to remain confidential, would provide aworkable bdance
between these concerns

4. Interpretations

A find areain which the VSTCP Manud could advance the EAC@ role as a source of
voting system informationisin its handling of Interpretationsof voting standads. Currently, the
VSTCP Manud allows only Manufacturers (or ther agents Guch as VSTLsG®) to request that
the EAC clarify thelanguaye of theManud in thecontext of a specific factud situaion? The
need to limit requestors to paties tha can present a sufficiently detailed set of factsis
undestandable, butthelimitationin the Manud is more restrictive than necessary to address this
concern. Election officias, or researchers who have obtained access to a voting system, seem
well situated to provide a fact patern to frame an Interpretation >

TheVSTCP Manud aso prescribes significant l[imits on the publication of
Interpretations These limitationsare detrimental to theinterests of Manufacturers, officials and
thepublic.3* Publishing only selected Interpretations has at least two disadvantages, which a
policy of puldishing al Interpretationswould address. First, the VSTCP Manud currently

% Jd ©9.3.1. AsACCURATE notesin the comments it submitted through the EACG Web interface, it is
inappropriate to characterize VSTLs as GagentsOof Manufacturers.

»1d 891,

% 1n any event, the Manual provides away to deal with unclear Interpretation requests: The Commission may
choose to decline the request. In such cases, the EA C should publish the request and the fact that the EAC has
denied it.

31 vSTCP Manual = 9.7 (§T]he Program Director shall select Interpretations for general publication.Q).

-9-



provides that the EAC will notissue Interpretations on issues that thave previoudy been
clarified.3° Thus if two Manufacturersraise the same question, it is conaeivable that only one
of them will receive thebendfit of the EACG Interpretation. Publishing all Interpretationswould
eliminae thisrisk. Second apdicy of automatic publication would allow all election system
participants to obtain a complete picture of the EACG reading of the voting standad in question
An Interpretation alows others to undestand the EACG approach to testing and to assess more
subgantively how well the Testing and Certification Program isworking. Published
Interpretationswill boog the confidence of all election system participants tha the EACG
interpretationsof voting standads are congstent and predictable. Theselective publication
modd, by contrast, leaves open the question of whether bias in onedirection or another
influences publication decisions

B. Limiting VVSG Interpretation Requests to Manufacturers and Allowing
Manufacturers to Introduce New Facts During Appeals Undermine the
Testing and Certification Process

Asdiscussed above inareasing voter confidence requires tha the EAC take in theright
kindsof information, in addition to making information available. In thediscussion of anomaly
reports, we pointed outtha the current draft of theVSTCP Manud would precludetimely
reports from experts in accessibility, usability, security, and other relevant areas. Similarly, by
allowing only Manufacturers and their agents to request Interpretations the Manud creates the
possibility that one Manufacturer will gain an advantage over anothe and tha the EAC will
open itself to sugicion of publication bias. Furthemore, by preventing state and local election
officialsN who are major purchasers of voting systemsN from requesting I nterpretations, the
current draft will deprive these officials of a valuable meansof clarifyingtheVV SG asthey field
voting systems. These examplesillugrate how condraining the flow of informationto theEAC
in onecontext can have negdive effectsin other parts of thetesting and certification system and
renda the EAC less trangarent.

Jud asimportantly, however, theVVSTCP Manud containsa noteworthy ingance of
soliciting informationtha is likely to create ill effectsin several areas of the Testing and
Certification Program. Specificaly, @ 6.9.3.3 would allow Manufacturers to submt materials
such as Gudditiond test data, technical anayses, and statementsOin suppot of arequest for

21d 09342
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reconsderation of adenia of certification. Similarly, & 7.7.2.3 would allow a Manufacturer to
(providerelevant facts (such as technical information, testing data, or statements)Oto suppott an
appeal of denial of certification.

These provisionshave a perniciouseffect on at least two other parts of thetesting and
certification system. First, they diminish the standing of VSTL s as the OndgpendentO
laboratories tha HAV A establishes as theworkhorses of thetesting and certification process.
VSTLs, of course, mug beevaluaed by NIST and accredited by the EAC; and, unde the
VSTCP Manud, they mug submit ther test plansand test reportsto theEAC. Put ssimply, the
EAC knows wha theVSTLsdid to test avoting system. There are no such safeguadsfor the
Manufacturer-controlled tests tha © 6.9.3.3 and & 7.7.2.3 would alow, yet theVSTCP Manud
appaently would put these subrmissionson equd footing with results fromaVSTL. A VSTL®
incentives to beimpartial could beseverely undemined, if thelaboratory knowstha a
Manufacturer ultimately has theoption of submitting unchdlenged facts to therecord.

The second negaive effect of this section concernsconfidence intheEAC itself. The
VSTCP Manud does not state a pdicy concerning publishing submissionsfor systems tha are
denied certification®® In fact, theManud in its present form does not even provide explicitly for
the publication of requests for reconsderation3* Thus it is possible that the EAC will deny
certification of a voting system on the basis of doauments and information provided by a VSTL,
then reverse this decision onthebasis of Gelevant factsOquite possibly created afier the Initial
Decision denying certification and supplied by the Manufacturer; and the EAC expresses no
commitment to making these facts pubiic.*> While recondderation and appesls are standad
procedural optionsoffered by many kindsof adjudi cative bodies, we can think of no tribund tha
allows a paty seeking recongderation or reversal of adecision freerein to enter new factsinto
therecord. TheEAC should puldish requests recongderation as soonasit receives them, and it
should not alow Manufacturers seeking reconsderation to submit new evidence.

PARTII: RECOGNIZE THE LIMITS OF HARDWARE AND SOFTWARE
IDENTIFICATION

# Thisisin stark contrast to grants of certification, in which case the EAC will publish the VSTL (& test report,
among other documents. VSTCP Manual & 5.13.

% See VSTCP Manual @ 6.9.2 ((rhe Decision Authority shall acknowledge receipt of the Manufacturer@ request for
reconsideration.Q) (emphasis added).

% We do not see a plausible reading of = 5.13, which governs publication of information when certification is
granted outright, that would cover certification after reconsideration under & 6 of the Manual.
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In the context of voting system verification, the VSTCP Manud takes a step toward
providing federa, state, and local electionsofficials with a meansof testing whether their fielded
voting systems are the same systems that were certified: Section 5.8 of theVSTCP Manud
requires Manufacturers to provide Gystem identification toolsOtha Qrerify tha the equipment
used in electionsis unnmodified fromits certified version.O While electionsofficials will very
likely appreciate the EACG role in making these informationd tools available, the VSTCP
Manud could do more to ensure that these tools produe trusworthy information.

Verifying software in this senseN checking whether the software on afielded voting
system is the same as the software tha was certified and establishing tha a system does not
contain any uncertified softwareN remainsan open problem and active research frontier in
computer science.*® Both elements of this kind of identification are important but require careful
implementation. Asexplained bdow, unlessit is donewith great care, the process of checking
whether indalled software matches the certified versonsopensup anew vector for attack where
alegitimate system could bereplaced with amaliciousone Convesdly, itiscritical to check a
fielded system for files tha are uncertified and should not be present. Theintrodudion of
maliciousexecutable codeoutside of certified software was the basis for the attack recently
reported by researchers at Princeton University, yet the software identification scheme proposd
in the Manud would notdetect such files.®” We do notfault the EAC for failing to providea
solution, butwe do point out several stepsthat the EAC could take, throughthe VSTCP Manud,
to improvethe qudity of information from system identification tools.

First, theVSTCP Manud mug require tha standadized system identification tools
receive independent review andfollow atruged pah for distribution. Indgendent review is
necessary to detect malicioustools.® A system verification tod tha has notbeen reviewed
could easlly bedesigned to misreport verification details or even modify the software onthe
fielded system. Tha is, this section, in its current form, could actudly facilitate attacks.

% We believe that the Manual @ use of the term QrerificationOis at odds with its generally accepted uses in computer
science. For both hardware and software, verification typically refersto logica proofs of the correctness of a
design. Thisterm can also refer to an industry standard for simulation and testing. What the VSTCP Manual

s]loecifi esis better described as identifying software and hardware against the components that were certified.

3! See Princeton Report at 5, 12-15 (describing how avote stealing virus was introduced into a Diebold AccuVote
TS).

| deally, these tools would be developed independently of a Manufacturer. Because these tools require detailed
knowledge of the voting system, however, independent devel opment might not be workable under the current
regulatory framework. We present independent review as the next-best aternative.
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Independent review of thetools would reduce thelikelihoodof such attacks. Similarly, atrused
distribution pathN for example, having the EAC cryptographically sign and distribute
identification softwareN would provide stronge authentication of the software that is used in the
field. To enforcethisdistribution pah, the Manud should recommend to election jurisdictions
tha thesignaures of al system identification tools are compared with theindgpendently
reviewed version before thetools are indalled or used on afielded voting system.

Second, the software-specific portion of this section mug state more stringent
requirements for the criteria used to condudetha the software on afielded system isthe
certified software. This subsection simply states tha Qligital signauresOmusg be used to
identify Gapplication filesOand GexecutablesQ GignaturesOare required for Gall nonvoktile files
that the application files access during their opaation 3° Digital signauresvary widdy in the
amountof security they provide some are known to be susceptible to attacks that can becarried
out on moden commodity hardware.”® Nonethdess, a Manufacturer could comply with the
current requirement by usng any digital sgnaure. Thedange hereisrea: Systemscurrently in
use have madeingppropriate use of cryptographic tools. TheDiebold TS and TSx, for example,
used widdy known cryptographic key and thusintroduced a seriousflaw into its digital signaure
scheme. Similarly, Sequoia AV C Edgesystems all use the same key for thar digital sgnaures,
increasing thelikelihoodtha the key will bediscovered and lead to the compromise of these
machines.** Requiring compliance with Federal Information Processing Standad 140 (FIPS
140)would address these problems and provide a convenient way for the EAC to keep its
cryptography-rel ated requirements up-to-date.** While the EAC might notwish to specify which
digital sgnaure algorithms mug beused in system identificationtools, it mug require these
toolsto use algorthmstha are widely accepted by cryptographic expertsto be secure and mug
provide a meansto updde these algonthms if they are later foundto have vulnerabilities.

Third, theManud provides very little guidance for the hardware corfiguration tha many
electronic voting systems ue. Mog systems do nat bootfrom CDs, and it isundear what the

¥ VSTCP Manual ©5.8.2.

“° For example, digital signature algorithms that rely on the DES cipher fit this description. DES has been known to
be vulnerable since 1998. See: John Gilmore, CRACKING DES: SECRETS OF ENCRYPTION RESEARCH, WIRETAP
POLITICSAND CHIP DESIGN, 1998, O'Reilly, ISBN 1-56592-520-3.

*! See Alameda Report on Sequoia, supranote 3, at iii.

“2 The current version of FIPS-140, which is published by NIST, is available at
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf. A genera description of FIPS 140 is at FIPS 140,
http://en.wikipedia.org/w/index.php?title=FIPS_140& oldid=78729144 (last visited October 30, 2006).
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criteriaare for determining whether another medium is Gimilar.® For bootdevices other than a
QGelf-booing CD or similar device[s],Othe Manud simply declares that Ga procedure mug be
providedOfor Qdentification and verification J* The Manud must provide more specific
requirements for verifying the software on such systems. For example, theManud should
require (1) tha thetools be produced by a personwho has no finandal or othe interest in a
Manufacturer, (2) that aVSTL test theidentification tools, (3) tha the media containing thetools
be handled througha chan of cugody tha minimizes therisk tha thetools themselves will be
corrupted, and (4) that the source codefor software verification tools be published.

In thefuture, the EAC should congde going beyond checking cryptographically secure
checksums. A promising scheme has been developed for checking the ROM contents of acasino
game.** Althoughadapting this method for voting systems would require additiond time and
research, as well as certain requirements for voting system hardware, it would provideamore
stringent and flexible methodfor checking voting system software. An alternaive approach
would beto incorporate hardware- and software-based security components tha are now
reaching themass market. The Truged Computing Group(TCG), for example, is developing a
system of hardware modules tha can add some assurance tha a machine has booted into a
specific configuration*® Microsoft( next-generation operating system interacts with TCG-based
hardware to provide cryptographically sealed storage  Still, the TCG approach hasiits
l[imitations notonly because thetechnology itself is new, butalso because it isnotdesigned to
prevent attacksN which have been demonsrated in existing machines*’N arising from codetha
isinjected after amachineis booied.

“3 Possibilities include removable, read-only, etc. To the extent that the read-only property is the basis for similarity,
note that the contents of some kinds of storage widely thought to be Quvrite-onceOcan be manipulated. For example,
at least one person has successfully modified the programmable read-only memory (PROM) chipsin slot machines
in Nevadato pay out when aplayer used a specific series of bets. Sean Whaley, Former Gaming Official Sent to
Jail for Slot Scam, LASVEGAS REVIEW-JOURNAL, 1A, Jan. 10, 1998.

“VSTCP Manual ©5.8.2.

*® See U.S. Patent No. 6,149,522 (issued Nov. 21, 2000), http://patft.uspto.gov/netacgi/nph-

Parser ?Sect1=PT02& Sect2=HI TOFF& p=1& u=%2Fnetahtml|%2FPTO%2Fsearch-

bool.html& r=1& f=G&1=50& co1=AND& d=PTX T& s1=6,149,522.PN.& OS=PN/6,149,522& RS=PN/6,149,522.

“6 For athorough summary of TCG hardware, see generally John Marchesini, Sean Smith, Omen Wild, and Rich
MacDonald, Experimenting with TCPA/TCG Hardware, Or: How I Learned to Stop Worrying and Love The Bear,
Dartmouth Computer Science Technical Report TR2003-476, Dec. 15, 2003, at
http://www.cs.dartmouth.edu/%7Esws/papers/mswm03.pdf.

*" See the studies cited above in footnote 3.
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Thehadware checking provision™ is supeficia and unlikely to provide much assurance
tha a given voting machine contains certified hardware. Agan, verifyingthe authenticity of a
voting machinein thefield is ssmply an unlved problem; it is very difficult to providerigorous
requirements tha are still practical for election environments. Nondhdess, it isworth pointing
out some of thelimitationson the Manud & approach of relying on Qletailed phobgraphas the
basis for checking voting system hardware in thefield. If thecircuitry contains programmable
array logic or field programmable gate array components, these components could look identical
to a phobgraph while containing entirely different fundiondity.* Thus the Manud® phoo-
identification approach might provide afalse sense of security agang hardware containing
unauthornzed modifications Moreover, an attacker mightbe able to replace hardware with
appaently identical components if given jus afew minutes of access to avoting machine More
carefully checking these hardware components would involve removing them from thefielded
voting system, plugging them into an externd reader, and compaing thelogic they contain with
thelogic programmed onthe certified components. Thislevel of checkingis probably not
practical onawidescale.

PART III: ENHANCE CONFIDENCE IN TESTING VOTING SYSTEM TEST
LABORATORIES (VSTLS) BY INCREASING THEIR DIRECT
ACCOUNTABILITY TO THE EAC

In the previoustwo Parts of these comments, we have discussed how changes to the

VSTCP Manud would suppot state certification efforts and increase voter confidence by

publishing more testing- and certification-related information. We have aso discussed how the

Manud mug take a more cautiousapproach to mandding the use of tools tha purport to provide

information aboutthe software tha isingalled on fielded voting systems. In this Part, we

discuss ways in which theManud can better ensure the qudity of informationthat flows froma
key player in thetesting and certification program: theVSTLSs.
Generdly spesking, theVSTCP Manua should promote VSTL objectivity and neutrality.

In its current version, the Manud would replicate features of the previoussystem@ | TA-

Manufacturer relationship tha we have criticized in the past. For example, the Manud does not

*VSTCP Manual ©5.8.1.

“9 EPROM and EEPROM components present similar difficulties. The extent to which modern systems depend on
programmabl e hardware raises the question of whether the COTS exemption should apply to them, and if so,
whether these components should be removed from the exemption.
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changethefact tha Manufacturers select and pay their own test 1abs™ This arrangement allows
a Manufacturer to choos thelab tha it bdieves will bemog favorable and, if it is dissatisfied, to
choo® another. Asaresult, theManud will nat increase the minimal incentives tha test 1abs
currently have to conduc stringent tests.>* Moreover, atest lab recently stated in awritten
submissionto the EAC tha it Qriew[s] therelationship between an indgendent testing
laboratory and it@ [sic] clients as similar to that between lawyer and client or between dodor and
paient.3* Althoughfederal law does notrecognize a privilege agans the compdled disclosure
of communicationsbetween a Manufacturer andaVSTL, asit does with attorney-client
communications this statement illugrates the strong sense of duty that at least onetest lab feels
to keep secret information aboutits clients. This sense of duty is unlikely to changeunlessthe
EAC limits direct relationships between V STL s and Manufacturers,

Althoughpubicly releasing VSTL test repotts for voting systems that obtain certification
isan important step tha will provideelection system participants with much-needed information
abouttesting and certification > subject to redaction, the Manud should expose information tha
isgahered further back in theprocess. We note three specific provisionsof the Manud that
should be changeal to providethisingght Firgt, the VSTCP Manud should prohibit VSTLs
from sending test plansto, or discussing them with, Manufacturers before thelaboratories send
thetest plansto theEAC. Currently, the Manud makes no statement aboutthe extent to which
communicationsbeween a Manufacturer and theVSTL that it has chosen are permissible,
leaving open the possibility that these two partieswill negotiate atest plan. Althoughtest plan
review and approvd by the EAC will assure tha test plans meet voting system guiddines, the

0 §ee ACCURATE VVSG Comments, supra note 11, at 4.

*1 Aswe point out in the Introduction, several systems that were tested and subsequently certified have had severe
security, usability, and accessibility flaws.

*2\Wyle Laboratories, Inc., Written Statement for EAC Public Meeting and Hearing, Oct. 26, 2006, at
http://www.eac.gov/docs/V oting%20Sy stems%20Briefing%20-%20Frank%20Padil1a%62010-18-06%20Final .pdf.
3 We are aware that an obvious way to reform direct payment of VSTLs by ManufacturersN namely, requiring the
EAC to select and pay VSTLsN might require additional administrative structure or authorization from Congress.
For this reasons given in this Part, however, pursuing such a long-term solution would be extremely valuable in
improving oversight of the Testing and Certification Process.

** See VSTCP Manual @ 5.13. Aswe argue in Part |, the EAC should publish the same materials for voting systems
that are denied certification. We aso argue that the EAC should publish test plans for every voting system that
enters the testing and certification process, irrespective of whether it is granted certification.
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testing and certification system would benefit from requiring VSTLsto develop thar own
interpretationsof those guiddines.

For similar reasons the VSTCP Manud should require VSTLsto report changesin an
approved test plan, test failures, and test anonalies directly to the EAC. Thecurrent version of
the Manud makes Manufacturers responsble for ensuring tha V STLs make these reports.®

Findly, theVSTCP Manud should directly require VSTLs to send test reportsto the
EAC, rather than routing this requirement throughManufacturers.®’

PART IV: EMPHASIZE MANUFACTURERS’ DUTY TO COOPERATE
WITH THE EAC

Manufacturers are crudal sources of informationfor theEAC. In this Part, we discuss
ways in which theVSTCP Manud can promote their coopeation with the EAC. Deregistration
istheprimary disciplinary mechanism inthe Manual. A Manufacturer mug register with the
EAC beore it may paticipate in the Testing and Certification Program, and deregistration can
lead decertification of a Manufacturer@ voting systems. *® Decertification, as the Manud notes,
is Gin important part of the Certification ProgramObutis also a GeriousmatterOthat Qwill
significantly affectOthe public, govenments, electionsofficial, and Manufacturers.® Thus
many groupsshare an interest in preventing problems with a voting system from escalating to
decertification.

Investigating possible violationsof voting system standards or of the VSTCP Manud®
procedures, however, will require significant time from the EAC; andthe EAC hasa strong
interest in conduding these investigaionsbefore an electionisimminent. Because
Manufacturers are likely to bethe single greatest source of informationin these investigations
securing ther full coopeationis critical to the EAC@ investigative and oversight roles.

> Aswe point out in Part |, allowing V STLs to request I nterpretations on their own behalf would also help to
achieve thisgoal.
*\/STCP Manual = 4.5.
> See id. @ 4.6 (Manufacturers shall have their identified test lab submit test reports directly to the EAC.Q). The
EAC should require test reportsin all cases, not only when a voting system (has been successfully tested.O Id. @ 4.6;
see also Part | of these Comments.
8 \/STCP Manual = 2.2 (no certification without registration); 2.6 (stating that failure to remedy suspended
registration can lead to decertification); and 7.2 (stating that voting systems Ghall be decertifiedOif Qhe
é\élanufacturer has. . . failed to follow the procedures outlined in this Manual,Oamong other reasons).

Id. a7l
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Thecurrent draft of the VSTCP Manud establishes tha the EAC may sugpend a
Manufacturer for any violation of Testing and Certification Program procedure,® induding
refusal to GoopeateOwith the Commission® We point to two ways in which changes to the
current draft of the VSTCP Manud would advance the EAC@ interest in timely and thorough
investigaions First, theManud should make clear that a Manufacturer@ failure to comply
within a specified time with any method of investigation will initiate action to sugpend the
Manufacturer. Thecurrent draft of theManud only draws this connection with respect to
written interrogaories.®?

Second, given thestrong public interest in the outcome of the EAC& investigative
work,% it is appropriate to make public, at some point, a Manufacturer@ refusal to cooperate
with an investigaion. For example, the Manud should specify tha the EAC will publish notice
of any Notice of Non-Compliance it issues to a Manufacturer.** In addition, theManud should
require public notice of actud sugpensonsof registration; the current draft does not state a clear
policy onthis point.® In summary, increased pubiic disclosure of EAC actionsregarding
Manufacturer sugpensonwill likely hep the EAC obtain theinformationthat it needsto condud
investigationsand strengthen its administration of the Testing and Certification Program.

A find issuetha concerns Manufacturer coopeation with the EAC istheManud @ trade
secret and confidentiality policy.®® To besure, trade secrets and confidential commercial
information that Manufacturers submit to the EAC are protected from disclosure unde the
Freedom of Information Act (FOIA), and the Manud hews closaly to theinterpretationsof those
terms given in the FOIA caselaw.®” TheManud wisely places the burden on Manufacturers to
identify, specifically and at thetime of submission, which information they consder trade secret

®1d 026.1.

®'1d. 026.1.3.

®21d 0 7.455.4.

83 See id. 1 7.4.5 ((Because voting systems play avital rolein our democratic process, investigations shall be
conducted impartially, diligently, promptly, and confidentially. Investigators shall use techniques to gather
necessary information that meet these requirements.Q.

*1d 026.13.

®1d 026.14.

% See generally id. @ 10.

75U.S.C. n 552(b)(4). The leading case governing exemption from FOIA of confidential commercial information
that the government requires to be submitted is National Parks & Conservation Ass’n v. Morton, 498 F.2d 765 (D.C.
Cir. 1974). Exemption from FOIA of information that is voluntarily submitted is governed under a different
standard. See Critical Mass Energy Project v. NRC, 975 F.2d 871, 877 (D.C. Cir. 1992) (en banc). A helpful
oversight of the trade secrets and confidential information exemption is available from the U.S. Department of
Justice, Freedom of Information Act Guide, Exemption 4, May 2004, at http://www.usdoj.gov/oip/exemptiond.htm.
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or confidential.®® TheManud also asserts tha the EAC is Qultimately responsbleOfor
determining which information may notbe disclosed to the pubic.®®

In other ways, however, the Manud presents a distorted picture of its responsbilities
relatingto FOIA. For example, @ 106.2.2 pemits a Manufacturer to QorovideinputOto the
EAC regarding any request for potentially protected records submitted by the Manufacturer.
Thisis congstent with current federal policy, butthe Manud fails to mentiontha tha policy
also requires the EAC to notify theinformation requester and allow it an oppotunity to
comment.”® TheManud mug correct this deficiency. In addition, the Manud should provide
greater detail aboutthe proceedingstha the EAC will hold, and therecord that it will assemble,
to deerminewhether requested information is exempt from disclosure. These details are
necessary to provideguidance to requesters and Manufacturers, to establish orderly handling of
requests within the EAC, and to providefederal courts with a useful record in theevent arequest
leadsto litigaion. Manufacturers have repeatedly taken the postion tha a broad array of
information abouttheir systems is either atrade secret or is conddered confidential.” Since the
EAC will behandling much more of thisinformation tha it hasin the past, athoroughplan for
handling objectionsof requesters and submitters to the EACG disclosure decisionswill be
essential. Findly, theManud mug specify procedures that take into accountthe strict timeframe
that FOIA will impos onthe EAC.”

PART V: REQUIRE DISCIPLINE-SPECIFIC, STATE-OF-THE-ART
TESTING METHODOLOGIES

Section 4.4.1 of theManud requirestha VSTLs Qlevelop test plansthat use appropriate
test protocols, standards or test suites.O The Manual, however, does not definewhich testing

%8 V/STCP Manual = 10.7.

% V/STCP Manual = 10.6.

" See Executive Order 12,600, Predisclosure Notification Procedures for Confidential Commercial Information,
June 25, 1987, available at http://www.cftc.gov/foialfoieo12600.htm. In particular, seea 1, which reguires
notification of the information submitter, and & 9, which requires notification of the information requester in
response.

™ For example, Diebold Election Systems, Inc. issued a letter to the Ohio Board of Elections stating that it would
Qxeek all legal and equitable remedies available to itOif the Board released any information that Diebold considered
trade secret or confidential. Letter from Diebold Election Systems, Inc. re Diebold's Position on Releasable
Materials for Open Records Requests, Jan. 13, 2006 (on file with authors).

"2 Specifically, an agency has 20 days to decide whether requested information otherwise subject to FOIA is exempt
as atrade secret or confidential commercia information. 5 U.S.C. & 552(a)(6)(A)(i). A requester who does not
receive aresponse within this time may file suit in the appropriate federal district court to compel aresponse. @

552(a)(6)(C)(i)-
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methods(by which we mean test protocols, standads, and test suites) are GyppropriateQ nor does
theManud providecriteriafor deciding whether agiven methodis Gappropiiate.3® Thus the
Manud misses an oppottunity to provideVSTLswith guidance and to inform the puldic about
the standadsto which theEAC isholdingVSTLs. Providing additiond guidance abouttesting
methodscould also promote the EAC® god of increasing voting system qudity control.” The
EAC could advance al of these purposes by requiring that VSTLs use discipline-specific testing
methodstha represent the state-of-the-art in the respective disciplinefor measuring the
performance of voting systems.

In ACCURATEQ® comments onthe V'V SG, we noted tha evauaion methodobgies
should betailored for each domain that the requirements cover: Orhe Guiddines must move
away fromasimple reliance onfundiond testing and embrace a more sophisticated and nuanced
evaudionregime tha is primarily designed to assess whether a systemsOperformance meets
established gods.3° In thearea of security testing, these methodswould indudethreat modds
and threat assessment, codereview, and red-team testing.”® Another important testing discipline,
usability, mightindudeuser testing usngasignificantly sized, representative sample of actud

voters.

3 The Manual only defines the consequence of submitting a test plan that is not found to be appropriate. According
to & 4.4.4.2, Gi]f aplan is not accepted, the Program Director will return the submission to the Manufacturer®
identified laboratory for additional action.O

"VSTCP Manual & 1.4.3.

> ACCURATE VVSG Comments, supra note 11, at 6.

" See id. at 13-18.
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CONCLUSION

Thecurrent draft of the VSTCP Manud would provide election officials and voters with
significant amounts of testing- and certification-related information tha has, until now, been
difficult or impossible to obtain. TheManud, however, should go furthe to ensure tha theEAC
will publish al relevant information by default and in atimely fashion. Clear policiesin favor of
publication will notonly serve these groupsbut also will improvethe EACG ability to oversee
thetesting and certification process. Findly, theManud should more explicitly recognize the
limitationsonits proposd meansfor identifying voting system components in fielded systems.
With these changes, the VSTCP Manud will more likely increase voter confidence and more
fully suppot state and local election officials.

Submitted on behdf of ACCURATE and listed affiliates by:

Aaron Burstein, ACCURATE Research Fellow, Samudson Law, Technology & Public Policy
Clinic and Berkeley Center for Law and Technology, Bodt Hall School of Law, University
of Cdlifornia, Berkeley

Joseph Lorenzo Hall, Ph.D. Student, School of Information, University of California, Berkeley

Deirdre K. Mulligan, Director, Samudson Law, Technology & Public Policy Clinic, Bodt Hall
School of Law, University of California, Berkeley
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APPENDIX:  Section-Specific Comments That Were Submitted Through the EAC’s Web
Interface

Section \ Comments

§ 1: INTRODUCTION

1518 The EAC should accept requests for I nterpretations from persons
other than VSTLs and Manufacturers. We provide more specific
comments unde © 9.3.1.

15.2 Clarify the circumstances unde which Gmmediate
implementationQof achangein policy is necessary. Thepolicy
memorandumannoundng such changes should be published at the
same time the memorandumis issued to Manufacturers.

16.1.2 EAC certificationis frequently a necessary, but nat sufficient,
condition for state certification. This section,andtheManud asa
whole, should recognize the extent of state-level testing and
should strive to suppot state and local official sCtesting efforts by
making available as much information fromthe federal testing
process as possible.

16.23 Strengthen therequirements for EAC technical experts. Publish
thegenaally applicable qudificationsand job descriptionsfor
these postions

112 It should be made explicit in this section that the Commission will
redact information tha is exempt fromrelease unde FOIA, rather
than withhold entire doacuments tha contain FOI A-exempt
information.

113 Definition of Ongallation disk® A more general term Dperhaps
Ongallation deviceOP should be used. Many kindsof devices,
induding electronic voting systems, use devices other than disks
to ingall software. For example, some electronic voting systems
use flash memory cardsand PCMCIA cardsto indall software.

1.13 Definition of Groting systemQ This definition should be
harmonized with the definition of Groting systemOin the VV SG.
Notably, the VV SG definition does notindudeequipment that
Qonnet[] thevoting system to the voter registration system,Oas
the TCP Manud does. Convesely, the TCP Manua @ definition
lacks many of the details foundin the VV SGG@ definition. To
provideclarity for voters, electionsofficials, and manufacturers,
these definitionsmug berecondled by either amending the VV SG
Glossary or by usngtheVVSG definitionin the VSTCP Manud.

§ 2: MANUFACTURER REGISTRATION

23114 Manufacturers to which this section applied should be required to
provideall busness affiliationsof thar directors.
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Section

Comments

23115

Manufacturers to which this section applies should be required to
provide all busness affiliationsof thar partners.

23116

Clarify Qontrolling ownership interest.O In the case of a
corporation, control is typicaly defined by ownership of acertain
percentage of securities or the power to designae a certain
percentage of directors. In thecase a partnership or other
unincorporated entity, control istypicaly defined astherightto a
certain percentage of theentity® profits or to a certain percentage
of assets uponthe entity® dissolution. See 16 C.F.R. @ 8011 (b).

2322

Therequirement of affixing a permanent certification labd
conflicts with theManud intwo ways. Firgt, it generally runs
againg the Manud@ provision for the decertification of avoting
system. Second,if avoting system is decertified, its Manufacturer
may not represent the machine as certified. Ingead of requiring
permanent certificationlabds, the EAC should maintain onits
public Web site an up-to-date list of al certified (as provided in @
5.13) and decertified voting systems. For each decertified voting
system, thislist should indudethedae of and reasonsfor
decertification.

2324
23.26

TheManual should be more specific aboutwha conditutes
vendor coopeaation as well aswha measuresit will take to ensure
coopeation from Manufacturers. In particular, the EAC should
moveto sugpend theregistration of a Manufacturer tha failsto
coopeate with the Commission.

2325

Althoughingpecting afacility may provide a sngpshot of qudity
control practices at a manufacturing facility, tha sngpshotis
limited. Therefore, it isimportant to indudewithin this section an
agreement to allow EAC officials to ingect any logs manuds,
and other doauments or materials it deems relevant relating to
qudity control.

2327

This section should require a Manufacturer to disclose al known
malfundionsof avoting system for which the Manufacturer seeks
certification. This could be accomplished by rewriting thefirst
sentence of this section as; GReport to the Program Director any
known malfundion of avoting system holding or seekingan EAC
Certification.O

In addition, this section®@definition of GnalfundionGshould be
reconsdered. It isdifficult, in practice, to deerminewhere
opeator error endsand machineerror begins For example, in a
recent trial of the Diebold electronic poll bookin Maryland it was
revealed tha usng the poll book@touch screen, rather than an
attached mouse, would cause the poll bookto crash. Itisundear
howto classify this event unde the current languaye of the
Manud.
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Section

Comments

25

The EAC should require strong passwords and implement
password expirationto hdp reduce therisk tha manufacturer
passwordswill be compromised.

§ 3: WHEN VOTING SYSTEMS MUST BE SUBMITTED FOR TESTING AND

CERTIFICATION

3221

This section should clarify the EAC® approach to updding its
standads induding a statement of wha period of timeis
QoutineOand a commitment that the EAC will propos changesto
thestandadsin amanne tha alows afull oppotunity for public
comment.

32222

Manufacturers should be allowed to submit voting systems for
testing unde a standad as soonas tha standad isfindized, rathe
than having to wait until the standard@ start dete. For example,
the2005VV SG werefindized last year but are nat effective until
Decembe 2007. The current version of this section will notonly
dday the effectiveness of standad for two years but also removes
an incentive tha Manufacturers would otherwise have to compete
onthebasis of VVSG compliance.

3224

This section appearsto allow technology tha was not anticipated
inthe VVSG to beadded to a voting system, provided only tha
thenew system pass integration testing; this technology does not
have to pass more stringent new system testing. This section
should require, at minimum, tha the Manufacturer petition the
TGDC for permission to add the component to thesystem in
guestion.

343

This section should also require testing and review for
modificationsof avoting system(@ doaumentation.

352

This section should clarify tha a Manufacturer must meet all
requirementsin o 3.5.2.1-8 to qudify for awaiver; replace the
periodsat theend of @ 3.5.2.1-7 and add GndOQio theend of =
35.27.

3527

TheManud should providefor better oversight for testing by the
Manufacturer. At minimum, the Manud should providethat the
chief state or local election official who affirms the need for the
emergency modification waiver (as provided unde @ 3.5.3.2) may
supavise the Manufacturer@ testing. Alternaively, the Manud
could require the Manufacturer to submit themodificationto a

V STL, which would complete testing to the extent possible. Note
that © 3.5.3.5 envisionstha GalaboratoryOwill beable to condud
some testing of a modification.

353

State tha all requests for waivers, indudingall supporting
doaumentation, will be made publicly available by the EAC as
soonas practical, and in no event later than the EAC grants or
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Section Comments
deniesthewaiver request.

3531 Require the Manufacturer to sign the statement described by this
section. Also, require the Manufacturer to state when it learned of
the need for the modification and to indudedoaumentary evidence
tha suppots this statement.

3536.3 Require the chief state or local election official who suppoted the

modification waiver (see @ 3.5.3.2) to signthereport. In addition,
require tha this report identify and describe any usability,
accessibility, or other kindsof failures notinduded in thecurrent
version of this section tha were encountered in theelection.
Findly, require the Manufacturer to identify and describe publicly
reported failures of thevoting system that fall into these five
categories.

355 State tha the EAC will publish any letter granting a modification
waiver on the same day tha theletter isissued.

356 Indudea cross-reference to @ 7.2, which provides for the
decertification of a system tha is modfied withou following the
requirements of the TCP Manud.

357 State tha the EAC will publish its decision to deny a modification

waiver, and thereasonstha suppot thedenial, onthe same day
tha thedecisonto deny is made

§ 4: CERTIFICATION TESTING AND REVIEW

42 Item (2) should read: Gubmitted an EAC-approved test plan
created by an accredited VSTL.O

43.16.1 Clarify which parts of avoting system are @omponets.O

43.1.6.2 Clarify which parts of avoting system are @omponets.O

4323 Indudethe OpenOffice Open Document Formats (ODF) and Rich
Text Format (RTF) in thelist of acceptable electronic formats.

433 Incorporate by reference the VV SG definition of Technical Data
Package

4.4 To enaure theindegpendence of VSTLs, Manufacturers should have
l[imited oppotunity to influence test plans this section should
require VSTLsto refrain from sending atest plan to the
Manufacturer until theVSTL has sent theplan to the EAC for
review.

441 Whether in this section or elsewhere, theManud should define

wha conditutes Gappropriate test protocols, standards, or test
suites.O We suggest that, for each domein of the requirementsin
thestandads thelaboratory shdl use domain-specific evaudion
methodobgies tha are state-of-the-art for tha domain. For
example, security testing shdl indudean open-ended component
such as red-team testing; usability evaluaion shdl indudeuser
testing usng a significant, representative sample of real voters.
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442

All submitted test plansshould be made public, regardless of
whether they are approved. TheVSTCP Manud requires VSTL
reports and Technical Data Packages (TDP) to bemade public, in
redacted form. However, tha material is of little utility without
knowing howthe TDP was used to produce theVSTL report. The
missing link in this processisthe VSTL @ test plan.

4423

This section should specify and definethree types of tests for
modificationsto previoudy certified systems. ddta-testing, system
integration testing and regression testing. Delta-testing istesting
themodificationitself. System integrationtestingistesting the
modificationin the context of thelarger system, similar to but
more limited than testing that is conduded to certify anew

system. Regressiontesting istesting tha attemptsto discover if
themodification may have introducd problemsin other
components of the system.

45

VSTLs should bemade directly responsble for reporting, instead
of vendors Gensur{ing] that VSTLsOreport, (1) changesto avoting
system or test plan and (2) test failures or anomalies to the EAC.

4.6

This section should forbid VSTL s from sending test reports to the
Manufacturer before theVSTLs sendsthereport to the EAC.

Also, this section should directly regulate VSTLs by stating, in the
first sentence, O/STLs shdl submit test reports directly to the
EAC.O Findly, the EAC should require submission of test reports
in all cases, not only when Qhevoting system has been
successfully tested.O

§ 5: GRANT OF CERTIFICATION

55 Specify tha atruged build isfor a specific target platform Bthe
voting system with a specific set of hardware, software and
firmware Prather than Qhe computer.O

5511 Re-numbe as5.5.1.

5512 Re-numbe as5.5.2.

55.1.3 Re-number as5.5.3.

5514 Re-numbe as5.5.4.

5.6 Aswe noted in acomment on & 1.13@ definition of Ongallation
disk,Osome voting systems use devices other than disks to ingall
files and software. This section should refer to an Ongallation
deviceOor some other term that is sufficiently general to cover the
full rangeof devices usd to indall software on currently used
voting systems.

56.1.1 Indudea more specific ingruction to @ompletely eraseOthe build

environment. For example, Q . . thebuild environment shal be
completely erased by the VSTL by overwriting all usable space
with randomdaa. . .O
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56.13

Require VSTLsto use ahash algorithm and an encaryption
algorithm tha comply with Federal Information Processing
Standad 140 (FIPS 140) which is published by NIST.

5.8

Requiring Manufacturers to provide Gystem identification toolsO
will dolittle to assure electionsofficiastha afielded systemis
unmodified from a certified system. At minimum, the
Commission should require any software system identification
tool to beindgendently reviewed and its source codepublished.
The EAC should aso serve as thedistributor of these tools; it
should provide cryptographically signed software directly to
juridictions rather than allowing Manufacturers to distribute the
tools. Findly, thetools should berequired to check ther
signaures with atruged third paty, such asthe EAC, before they
areingalled or used onavoting system. Our narative doaument
containsan extengve discussion of thistopic.

58.1

This section@reliance on phobgraph-based identification of
hardware provides only a minimally meaningful check of fielded
voting system hardware. This method could easily fail to identify
modified hardware components. We discuss this section
extengvely in our narrative comments.

58.2

This section mug require system verification tools to use digital
signaure algonthms tha comply with FIPS 140, This section
mug provide specific criteriafor determining whether aboot
device is GimilarOto a self-booing CD. This section must
specify a protocol theidentification and verification of software
tha isbang used onavoting system tha does notbootfroma
device similar to aself-booing CD. This section should also
require a system identification tool to look for files tha should not
be present on afielded system, based on thefile map specified in
the current version of this section. Furthemore, the tod should
enumerate al volatile files and sign everything else on the system.
Findly, this section should specify tha the source codefor
software identification tods be made publicly available. In our
narative doaument we discuss in depth the difficulties of this
section® current proposed approach.

5.13

This section should indudea cross-reference to @ 10.7, which sets
forth the procedures that Manufacturers mug follow to designae
information as confidential. 1n addition, the EAC should commit,
in this section, to publishing theredacted versionsof al materials,
induding thetest report, rather than withholding entire doacuments
tha contain trade secrets or commercial confidential information.
Findly, this section should clearly definethe Gupporting test
reportOas bang the VSTL & test repott.

5.14

This prohibitionis appropriate butlacks a specifically stated
conequeace; the EAC should moveto deregister a Manufacturer
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tha violates this section.

5.153
5.154

Aswe noted in our comment to & 2.3.2.2, affixing a permanent
mark of certificationto avoting system creates thepotential for
confusonwhen a system is decertified. A beter approach would
beto maintain, dongwith thelist of certified voting systems (see
1 5.13), alist of decertified systems, induding thedate of and
reasonsfor decertification.

§ 6: DENIAL OF CERTIFICATION

6.9.2

This section should require the publication of all requests for
recongderation; the current @ 6.9.2 only provides for
acknowledgement of requests.

6.9.3.3

This section should be stricken. Allowing Manufacturersto
submit Qo]ther written materials created to provide relevant factsO
would undeminethe postion of the VSTLG® report, which should
beneutral andfactud. By contrast, documents created by the
Manufacturer after an Initial Decision to deny certification are
likely to advocate reaching the opposte conduson and possibly
introdue new material tha was unavailable to theVSTL during
evaluaion. This could inarease the chances of Gactud disputes,O
which are taken to beminima in©6.11.2.3.

This section would require VSTLs to anticipae rebuttals from
Manufacturers, a consderation that could subtly warp the qudity
and presentation of VSTL test reports. Itisalso highly likely tha
Manufacturers would claim trade secret or corfidentiaity
protection in the doauments submitted unde this section. To the
extent tha the EAC relies on nonpublic doauments created by
Manufacturers during reconsderation, the EAC islikely to raise
doubs aboutthereconsderation process.

6.10

The Agency Decision should be published onthe EACG website
assoonasitisissued.

6.11

Requests for appeal of an Agency Decision denying certification
should be published onthe EACQ Web site uponreceipt.

6.112.3

This section should eliminae its degpendence on the flawed
evidentiary modd of ©6.9.3.3. Aswe statein our commentsto o
6.9.3.3, a Manufacturer should nat be permitted to introduce new
factsinto therecord. Please see our comments ontha sectionin
our narrative comments.

Thefacts foundby the Decision Authority should be given greater
deference than provided in thecurrent versonof ©6.11.2.3. In
paticular, the Appeal Authority should uphol thefactud findngs
of the Decision Authoiity unless the record would compd a
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reasonable fact findea to find otherwise.

6.12

All Decisionson Appea should be published onthe EACG Web
dte at the same time they are provided to the Manufacturer.

§ 7: DECERTIFICATION

7.1

This section should address the possibility tha security
vulnerabilities or usability or accessibility problemswill be
discovered, but tha these problems do not congitute norn
compliance with the applicable standads

7.2

This section mug clarify the extent of non-compliance with the
VVSG tha isrequired to decertify avoting system. Althoughthe
languaye of the second sentence is mandaoryN CBystems shall be
decertified . . .O(emphasis added)N the extent of violation is
undear because item (1) refers to applicable VV SG GtandadsO
tha are notmet. How many applicable standadsmay a system
fail to meet and till retain certification? Will theEAC view some
kindsof non-compliance more harshly than others? Will theEAC
weigh other circumstances (e.g., the proximity of an election)
againg avoting system@ failure to meet applicable standads
when deciding whether to decertify avoting system? These are
guestionsthat should be answvered in this section, but are not
Clarifying the EACG decertification policy ina 7.2 isaso
important because & 7.4.7.1 references this policy asthe
subgantive standad for determining whether the EAC will move
to decertify asystem. Congstency across voting systems and
EAC membership are important consderationshere.

7331

Clarify tha the sources of information about possible non
compliance are notlimited to the personslisted in this section.
For example, computer security experts might hdp state or local
electionsofficiastest fielded voting systems. Reports from such
experts might proveto beavaluable source of information about
voting system non-compliance.

In addition to requiring tha information berelevant, this section
should also require that it bejudged reliable, rather than
attributable, to serve asthebasisfor initiating and Informal
Inquiry. This changewould more clearly allow the EAC to act on
information broughtforward by internd whistleblowers tha might
wish to remain anonynous

Findly, this section should not providefor notification of the
Manufacturer. Given thelimited scopeof an Informal Inquiry,
notification at this stageis unnecessary and mightimpedethe
inquiry.
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734

The EAC should puldish all Memorandafor the Record; or, at
minimum, it should puldish an annud report tha states, separately
for each registered Manufacturer, the reason for any Informal
Inquiry into that Manufacturer@ voting system, the dispostion of
each such Inquiry, and thereasonsfor tha dispostion.

7144

Publish each notice of initiation of a Formal Investigation onthe
EAC Web site as soonas thenotice isissued to the Manufacturer.

71454

Thelast sentence of this section should be changed to read:
uring the predecisiond phase of an investigaion, all )
investigaive materials mus be appropriately safeguaded.O

71455

Specify asanction for refusals to coopeate with the investigaion;
such refusals should be groundsto initiate deregistration
proceedingsagang a Manufacturer.

71455

Add a section after 7.4.5.5.5 that reads GDutside expert review.
Investigators may consult individuds with expertisein afield
relevant to some area of theinvestigaion. These experts may be
given access to any relevant investigdive materials and may be
asked to paticipate in the EACB investigative activities.O

14.7

This section should more clearly ddineate thefactud findingsof
an investigation fromits interpretationsof the Manud and other
applicable regulationsand laws.

74.7.1

Please see our commentsto & 7.2.

748

This should state affirmatively tha thereport will be made public:
Orhereport shdl bemade pubic when it isfind.O

76.2

Thefirst sentence should read: Orhe Notice of Non-Compliance

mug adso inform .. .O

76

The EAC mug add a section to warn state and local elections
officials who are contemplating the purchase of avoting system
for which decertificationis pending. The EAC could give this
warning by maintaining a public list of each voting system tha is
unde a Notice of Non-Compliance, or the EAC could send an
announement of each Noticeto all state andlocal elections
officials.

7.7.1

This section mug indudea provision for more thoroughtesting of
proposd cures; otherwise, a cure could introduce modificationsN
even modificationsthat are unrelated to the defectsfoundin
testingN tha do notreceive the same level of scrutiny as therest
of thevoting system.

This section mug fix aminimum number of days preceding a
federa election before which any cure mug becompleted. If the
cure is not completed by this deadling the EAC mug decertify the
voting system in question. This section, in its current version,
would maintain certification for amodified voting system, so long
as all modificationsare On place before any individud jurisdiction
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fielding the system holdsa Federal eectionQemphasisin
origind). Thistimetable woud notnecessarily allow a
jurisdiction to test the modification, even if state law requiresit to
do so. In addition, unless this section creates a minimum time
between completion of acure andthe next federal election, itis
possible tha the Manufacturer will not complete the cure, and tha
thevoting system will be decertified, withoutleaving affected
jurisdictionssufficient time to make aterndive arranganents.

7.713

This section should requireaVSTL to prepare atest plan and
submit it directly to the EAC. This section also mug require the
Manufacturer to have the proposd cure tested by aVSTL; the
current version of theManud simply states tha the Manufacturer
musgt (orovidefor thetesting of the system.O Similarly, the
Manud mug require the VSTL to submit its test report directly to
the Program Director.

7.71.6

This section should take into accountthetiming issues tha we
raisein our commentstoa 7.7.1.

7723

This section raises concernssimilar to those tha we discussin our
comment to @ 6.9.3.3 and should be stricken.

7.71.6

Thefirst sentence should read: OAfter receipt of the test report . .
o)

78

This section should requirethe EAC to publish its Decision at the
sametime it sendsthe Decision to the Manufacturer.

7911

This section should state tha the EAC will publish each request
for appeal of decertification uponreceiving tha request fromthe
Manufacturer.

79.2.2

Aswe gtate in ourcomment to a 7.7.1.3, therecord should not
indudethe materials specified in that section.

793

A subsection should be addal to require the EAC to publish each
Decison on Apped immediately after the Decision is madefind.

7.10

Add to the effects of decertification: Orhe EAC will immediately
add thevoting system to a published list of decertified systems,
which shdl indudethedae of and reasonsfor decertification.O

§ 8: QUALITY MONITORING PROGRAM

8.6 The scopeof review and testing in this section should be
expandal. This could bedoneby replacing thethird sentence
with: Orhe EAC may elect to test afielded system.O

8.7.2 Allow any person who has direct experience with avoting system

to report an anonmdly in tha system. Also, this section should
providefor the corfidentiality of reportersCidentities. Elections
officials, aswell astheexpanded rangeof reporters tha we
suggest, might providelower qudity information, or choo% notto
submit reports a all, if ther names are publicly assocated with a
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specific report. The EAC would clear this obdacle to reparting by
providing confidentiality for any reporter who choosesiit.

8.7.3

First, expand the scopeof reportable subject matter. The current
languaye suggests afocuson reliability issues, butthe EAC should
accept reports aboutaccuracy, security, accessibility, usability,
and other problems.

Second, clarify what congitutes a Qlisruption.O It is undear, for
example, whether vote countdispaities identified by manud
audits, or votes recovered from redundant storage after failure of
the primary storage system, result in QlisruptionGOf they are
resolved in manne tha does notdday any pat of theelection
process. Also, theline between Gadministrator error or procedural
deficiendesOand voting system anonelies may bedifficult to
police. This section should provide additiond gudance to better
define Gdministrator errorOand Qorocedural deficiendes.O

8.74

Publish credible anomaly reports onthe EAC Web site. This
section aready provides for widedistribution of these reportts,
leaving little risk to security or confidentiality in unlimited
publication. Moreover, the EAC Web site could play avaluable
role as a clearinghoug for anomaly reports.

§ 9: INTERPRETATION

9.1

Expand the set of personswho are allowed to request an
Interpretation. Thetouchgoneof whether arequest is appropriate
should be whether therequester presents a clear factud situaion
relating to some provision of avoting system standad, rather than
theidentity of therequester.

931

This sectionincorrectly suggests tha VSTLs may be agents of
Manufacturers, anotiontha is contrary to VSTLsOndependence.
This section should smply state that VSTLs may request
Interpretations

In addition, this section should pemit requests from any person
who can satisfy the other requirements unde @ 9.3. For example,
electionsofficials might serve as arich source of factud situaions
to guide Interpretations

934.2

Rejecting an Interpretation request because theissuein therequest
has Qorevioudy been clarifiedOcould give an advantageto one
Manufacturer over another. This situaion could be improved by
publishing al Interpretations For information onthis point, see
our commentson e 9.7

9512

The EAC should puldish therequest and the basisfor itsreection.

9.7

This section should require the publication of all Interpretations
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Since © 9.3.4.2 states that the EAC will notissue an Interpretation
for an issuetha have previoudy been clarified,Oit is essential to
provide a public record of wha those issues are and how they
were clarified.

§ 10: TRADE SECRET, CONFIDENTIAL COMMERCIAL, AND PERSONAL

INFORMATION

102

FOIA iscodified at 5 U.S.C. @552 not5 U.S.C. a 522.

103.1

This section should not declare entire categories of doauments to
betrade secrets. Althoughthe examplesgiveninoa 103.1.1-4
may betrade secrets within the meaning of therelevant FOIA
exemption (5 U.S.C. & 552(b)(4)), disclosuresin other contexts or
even thewishes of the submitter may destroy secrecy or
confidentiality and require release of doauments unde FOIA.

103.1.3

If ©103.1 isyetai ned, replace this section with O/oting system
source codeO

106.2.2

The Manud mug provideinformation requesters an oppotunity to
respondto additiond information provided by a Manufacturer. In
addition, theManud mus provide clear guidance aboutthe EAC3
procedures for deermining whether information is exempt from
disclosure and establishing arecord for these decisons

10.7

This section should specifically state tha the EAC will redact
informationtha it deerminesto betrade secrets or confidential
commercia information and release redacted versions of
doauments tha contain such information.
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